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X-ROAD VS POINT-TO-POINT



X-ROAD ECOSYSTEM



NIIS SUSTAINABILITY




X-ROAD SUSTAINABILITY - KEY CONCEPTS




THE STUDY


1.

2.
3.

To better
understand the direct and tangible environmental 
impacts of the use of X-Road
software, NIIS commissioned a 
study to assess the current emissions profile
across X-Road’s 
operations and services.

In 2021, the study was
performed by Gofore and the Stockholm 
Environment
Institute (SEI) in close
collaboration with NIIS and 
the X-Road Governing Authorities in Estonia and
Finland.

Project report.

X-Road Emissions Calculator.

The study was
divided in three phases:
Determining an emissions boundary and mapping the main
causes of environmental impacts of the X-Road instance.

Building a Carbon Footprint calculator for X-Road,
based on best practice and X-Road use cases.
Defining recommendations for improving the
sustainability of X-Road.
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https://gofore.com/en/
https://www.sei.org/
https://static1.squarespace.com/static/59ba41ee64b05fd6531f498d/t/60bdfc5b8047482c54fddf77/1623063647053/NIIS_XRoadFootprint_Final.pdf
https://x-road.global/xroad-emissions-calculator




DEFINING THE EMISSIONS BOUNDARY

The key
function of X-Road is to provide secure data exchange between 
X-Road members
over the public internet.

Since
the Security Server is the key component which is required to 
process data and
enable secure data exchange, it was recognized as the 
main source of emissions.

Central Server
was not considered in the footprint calculations as its 
impact is quite minor.

Information
systems and certification authorities that provide trust 
services were also not
included in the footprint calculations mainly 
because X-Road utilizes them as
services while having no direct impact.

The analysis
of the life cycle of different components used by 
infrastructures that allow
X-Road’s operations was not a part of the study.
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Three main
sources of carbon emissions were identified:
1. Security Server infrastructure (CPU + RAM)
2. Data transfer
3. Data storage



THE MODEL (1)


The model was developed using existing research 
data, best practices, and operational data collected 
from Estonian and Finnish X-Road ecosystems.

First, a model
to understand the electricity burden 
of operating one X-Road Security Server
was 
developed.

Once the
electricity consumption of one Security 
Server was determined, the results were
multiplied 
with the total number of Security Servers in an 
entire X-Road
ecosystem.
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ASSUMPTIONS - INFRASTRUCTURE


The data is from the year 2020.

All servers
are onsite.

Energy
consumption of a Security Server is the sum of CPU and RAM.

Servers repeat
a weekly pattern of data processing.

Server model:

Fujitsu, Server PRIMARY RX1330 M4 in which CPU model:
Intel Xeon E-2288G is taken as a reference 

RAM
calculations are based on DDR3 RAM at 1333 MHz.

A PUE of 1.58
is taken for both Estonia and Finland.

Percentage of
read/write commands are taken as the same as CPU 
utilization %.
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ASSUMPTIONS - TRANSACTION


Source: https://onlinelibrary.wiley.com/doi/pdf/10.1111/jiec.12630

Energy
consumption factor for data transfer: 
0.0075 kWh/GBs.
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https://onlinelibrary.wiley.com/doi/pdf/10.1111/jiec.12630
https://onlinelibrary.wiley.com/doi/pdf/10.1111/jiec.12630


ASSUMPTIONS - STORAGE


All data is
stored in HDDs.

Every Security
Server has 1 dedicated HDD.
Total HDDs will equal to the total number of Security Servers.

HDDs run 24/7
all year round.

In a typical
year, the HDDs stay 4380 hours in idle mode (approx. 
half of the year) and the
other half they are in standby mode 
(approx. 4380 hours).

Seagate® BarraCuda® 3.5-inch HDD
is considered as a typical 
model for an HDD.

Reading from
HDDs is omitted for simplification. 
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THE MODEL (2)


Another factor
to consider is the energy consumption of the 
supporting infrastructure, e.g.,
cooling, lighting, etc.

This
is widely considered in the industry through a factor 
known as the power use effectiveness (PUE).

PUE describes
the amount of energy used by the IT devices 
compared to the amount used by the
supporting 
infrastructure (in this project a PUE of 1.58 was used).

Therefore, the
total energy consumption of a Security Server 
is calculated as a product
of total electricity consumption 
and PUE.
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https://www.google.com/about/datacenters/efficiency/


Finally, the
results were converted into an estimation of released emissions by multiplying
them by an ‘emission
factor’ 
for grid
electricity.
The emission
factor describes the emissions for each unit of electricity
and considers all the different sources of 
electricity generation
within a country or region.

”Example:
A data center that consumes 50,000 kWh of electricity would lead to

approximately 36 tons of CO2e in Estonia and 6.8 tons of CO2e in Finland.”









CARBON FOOTPRINT RESULTS (2)


Around 96 % of
total emissions are related to the 
operations of X-Road Security Servers.

Data
transmission and storage provide marginal 
contributions to the total carbon
footprint (around 1 
% and 3 %, respectively).

The annual
carbon footprint for Estonia and Finland 
was approximated as 45,685 KgCO2e and
22,593 
KgCO2e, respectively.
45,685 KgCO2e
translates to a diesel train travelling 106 000 kilometers which roughly equals to 68 
roundtrips from Tallinn to
Tapa.
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RECOMMENDATIONS

Flexibility to
disable certain 
functionalities (e.g., message logging, 
timestamping), subject
to potential 
performance and security requirements.

Use an energy
tracking application to 
enable emissions modelling of X-Road 
servers in real
time.

X-Road
governing authorities can 
provide clear information and support 
emissions
reduction strategies (e.g., 
permission to use cloud services, reduce 
message
logging etc.).

Where the
option exists, infrastructure 
should be powered using renewable 
electricity

Use of power
efficient devices.

X-Road members to implement X-Road 
services efficiently and in an optimized 
way (maximize server utilization, 
efficient equipment, using cloud if 
permitted etc.).
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SOME FACTORS THAT AFFECT THE CARBON 
FOOTPRINT OF A SOFTWARE PRODUCT

programming language


architecture

design patterns


use of
threads

caching

use of
external libraries

development practices.
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https://greenlab.di.uminho.pt/wp-content/uploads/2017/10/sleFinal.pdf
https://fse.studenttheses.ub.rug.nl/13676/1/Thesis_R_Alders_v1.0.0.pdf


CHANGES TO THE X-ROAD PRODUCT

After the research conducted in 2021, some of the feature-related recommendations and additional enhancements have 
been implemented.

Entirely turning off 
message logging has been 
enabled.

Different message logging-
related alternatives have 
been documented better.

A local PostgreSQL server 
isn’t installed anymore 
when a remote database is 
used.

Better support for running 
the Security Server on the 
cloud .
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https://docs.x-road.global/Manuals/ig-ss_x-road_v6_security_server_installation_guide.html#26-remote-database-setup-optional


CHANGES TO THE X-ROAD DEVELOPMENT 
PROCESS AND PRACTICES


A new online training, 
Sustainability in Software 
Development, has been 
published by NIIS.

Servers in development and test 
environments are automatically 
shut down when not needed.

Development and test 
environments run on a public 
cloud.

Development and test 
environments use the cloud's 
excess capacity (spot 
instances).


CI/CD builds have been 
optimised.
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https://academy.x-road.global/courses/sustainability-in-software-development


NEXT STEPS

Continue implementing changes based on the recommendations provided by the 
study and common best practices.

In 2023, another research project was conducted in collaboration with the 
University
of Helsinki with the following scope:

X-Road software development process environmental impacts evaluation and improvement opportunities discovery.
X-Road environmental handprint evaluation.

X-Road carbon footprint measurement in actual operative environments compared to the X-Road Emissions Calculator estimations.

In 2024, the research collaboration with the University of Helsinki continues with 
the following scope:
X-Road technical sustainability.
Environmental sustainability of X-Road ecosystems.

Sustainability by X-Road through Sustainable Development Goals (SDGs).

Apply the principles of green software engineering to the X-Road development 
process.

Start (automatically) measuring the environmental impact of the X-Road software 
as a part of the software development cycle.

Potential tools: GreenFrame.io, Green Metrics Tool
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https://www.niis.org/niis-publications/2024/2/2/report-x-road-sustainability-improvement-study
https://greenframe.io/
https://www.green-coding.berlin/



